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1. Introduction

1.1 Privacy and the library

The library, whether public, academic or institutional, is both a communal and a private space: a paradox that has always contained a certain potential for tensions. The image of the librarian as a dowdy and introverted person attempting to ensure quiet in the reading room is an enduring one for precisely this reason. The librarian mediates access to a communal resource of information materials and a place in which to explore them. This might be only a small room with a few books in an isolated village or it might be a massive palace of learning in a great capital city that provides a nation's scholars with what seems like an infinity of resources. Whatever the case, people have necessarily to surrender some privacy so as to be able to share what the library offers. 
At the same time, study remains in its essence an utterly private activity. People may need privacy to pursue thought processes that they find difficult without interruption or interference. They might also have genuine reason to avoid others' knowledge of what programme of study they are following. This might be because they are carrying on original research that could bring them recognition in some community of ideas, or developing an invention that could lead to wealth and fame. Alternatively, they might be following a line of thought so unorthodox that they have reason to fear the attention of the agents of authority. In any of these cases, even if they have been able to use the library without unwelcome attention from fellow users, they have always had to surrender some information about their studies to the librarian, in exchange for the access that has been granted to them. Total privacy has never been fully possible for library users.

1.2 The digital library
Today the situation has moved beyond this. The digital library is a very different privacy environment. Although fully digital libraries are few and far between, the digital library exists everywhere as one aspect of a library encompassing print and other media that is referred to in the field of information science by terms such as 'the hybrid library'. All but the smallest and worst funded libraries make use of some digital technology, and great numbers of libraries have a very large and growing digital aspect. The parameters of privacy in this new environment are not well established, and guidance of the rather basic kind provided by Chmara (2001) is still appropriate. What is clear, is that in the digital library, privacy from the librarian, or those who have access to the librarian's files, is even less possible than it was in libraries of print. 

Records of transactions are increasingly created in digital form and these are so much more comprehensive and easy to access than the old paper records. Archiving of the reading records of library users is now a natural function of the computerized management systems that are in universal use. The ability to monitor email activity and use of the World Wide Web on terminals provided for public use in libraries is also part of system facilities. The same is true of a range of information finding activities by users, and librarians acting on their behalf, that necessarily involves electronic communication. The modern library is likely to hold or have easy access to digital activity including: 
· membership files, 

· records of document loans or electronic publications consulted, 

· lists of requests for information, 

· user profiles for dissemination services, 

· records of online searches, 

· logs of email and other Internet activity carried out on public terminals, 

· records of webpages visited and downloaded. 

Librarians, whether they would have it so or not, are guardians of considerable volumes of personal data relating to their users, and they have responsibility to come to terms with this situation.

1.3 The Loughborough research 
The Legal and Professional Research Group of Loughborough University's Department of Information Science has been funded for the period July 2000 to December 2001 by Re:source (the UK Council on Museums Libraries and Archives) to investigate the issue and develop guidelines for library management practice. The first study carried out within this project was a survey of librarians' awareness of the issue, and of practice in academic and special libraries in Britain, conducted at the end of 2000. One or two key findings from the first processing of the results of that survey will be reported here. Before discussing the survey results, however, it is important to show just how the digital library effects the management of records in the library and how this relates to the ethical positions most commonly adopted by professional librarians. It is also important to establish the extent to which the digital records of library transactions actually present ethical problems, as opposed to management responsibilities and opportunities.

2. Library archives and record keeping

2.1 Archives of the library
Librarians, despite their reputation as hoarders and protectors of information materials, have actually tended to be surprisingly little concerned with the historical archives of their own services. For instance, a survey of British public libraries twenty years ago showed that fewer than half of those that responded had coherent policies and practices (Sturges, 1980). Despite the publication of an outline of policy needs (Sturges, 1983), drawing attention to matters including the archiving of machine-readable records, archiving is still regarded as a problem in Britain today (Black and Purcell, 2001). This lack of attention to archiving for historical purposes follows from vague attitudes towards the keeping of semi current records for immediate practical use. A major comparative study of state's records laws in the USA (Wiegand, 1994) revealed that many American public librarians were unaware that statutes on retention and disclosure of records created in the course of state business also applied to libraries. For decades, librarians have been overwhelmingly concerned with the immediate problems of managing the provision of services to their user communities. They have, quite simply, not been able to or have chosen not to adopt the more reflective approach to their profession that the availability of good archive resources would facilitate.

2.2 Surveillance potential of library records
In parallel with this frankly careless attitude to record keeping and archiving, there is also a second quite different preoccupation. Librarians in many countries have had ample evidence that files of personal data relating to users are of real interest to the authorities, and this has been a matter of ethical concern. Even in countries like Britain, where this has generally seemed like a notional rather than a real problem, there is anecdotal evidence that librarians have deliberately avoided accumulating records that might compromise the privacy of their users. In doing this they were, probably unconsciously, taking precedents from experience of the use of the British Museum Library in the nineteenth century by numbers of Russian revolutionary emigrés, including Herzen, Lenin, Kropotkin, Kravchinskii and others. (Henderson, 1991) The lists of library ticket holders still survive, but one thing that they reveal is the frequent use of pseudonyms by the emigrés so as to avoid the attentions of the okhranna, the Russian secret service. They were wise to do so, one of their number Leo von Beitner, also a British Museum reader was later exposed as an informer and at one point the emigrés suspected that a member of the library staff was supplying the okhranna with their addresses.

Even more interesting than membership lists, however, are records of the consultation and borrowing of specific documents. Nineteenth century British and American libraries were very frequently closed access. That is, the books were kept in storage areas and librarians had to bring items into the reading room in response to a specific request. The ledgers and sets of call slips accumulated by many research and academic libraries as a result of this process could contain a complete record of users’ consultation and borrowing of library books. However, files of these seem seldom to have been kept on a long-term basis, and where they have survived they are too clumsy for easy consultation. 
The potential for surveillance that this offered was probably only fully realised in the libraries of the former Soviet countries where library collections were both censored and closed access. The censorship sought to ensure that library material was politically acceptable to the extent that it did not even mention ‘politically unreliable’ persons, or themes, subjects, facts and events that might cause undesirable ideas, associations or illusions to the detriment of the Soviet state. Holdings of foreign publications were, as far as possible, limited to major state libraries. Closed access meant that only authorised users were permitted to see such doubtful material as had entered the system. At the same time what users were reading could be monitored so as to identify dissident tendencies and redirect their studies along acceptable lines. Libraries were both an integral part of the Soviet educational project and a part of the apparatus of state control. Library record keeping, in turn, functioned as an instrument of this system.

2.3 Record keeping in twentieth century libraries
Whilst the Soviet libraries of the twentieth century exploited the most oppressive potential of library records, the libraries of most other parts of the world produced remarkably few lasting records of transactions with their users. With the very widely used Brown issue system, for instance, when a book was borrowed the librarian took one of the reader’s borrowing cards and removed the book’s own card. The two cards were filed together in chronological order of the day on which the book was borrowed and this date was stamped in the book. When the book was returned, the user’s card was removed from the file of the day indicated by the stamp and given back, and the book card was replaced in the book. Whilst the filed cards revealed which user had a particular book, or which books a particular reader had borrowed, this was only true whilst the loan continued. Afterwards no record of the transaction remained. 
Libraries kept counts of the daily numbers of books issued, sometimes divided into categories, but these largely unrevealing figures were the only trace of what took place. Likewise, enquiries for information were usually only counted, by means such as the so-called ‘five-bar gates’. Telephone enquiries also left no trace, but in some libraries enquiries made by letter might be retained on the grounds that they usually represented more complex problems, and the attached record of the librarian’s searches could be used to simplify future searches on the same topic. Interlibrary loans did, however, create records because the partner libraries needed detail for accurate financial compensation and management of the systems. 

The case was slightly different in specialized libraries that offered alerting or selective dissemination systems to their users. With these the librarians sought to anticipate the interest of users in specific new publications, and this meant that they required detailed profiles of the users’ subject interests. Attempts to mechanise the process, with methods like optical coincidence cards, predated the use of computers in libraries. However, even in the 1960s, 70s and 80s when computers became more capable of assisting, specialist librarians serving groups of up to 50 or so users often preferred to rely on their own memory and their refined understanding of precisely what their users needed. The library in the pre-digital age was, quite simply, not an institution in which privacy was strongly threatened by the either the abundance or the searchability of records of user transactions. Also, librarians subscribed to an ethos that placed a high significance on user privacy.

3. Ethics and law

3.1 Codes of conduct
The confidentiality of the transaction between the user and the library is explicitly protected in all the most prominent statements of the ethics of the librarian. To quote the most obvious example, the American Library Association (ALA)’s Code of Ethics states quite simply that:

We protect each library user’s right to privacy and confidentiality with respect to information sought or received and resources consulted, borrowed, acquired or transmitted (Code of Ethics, 1995). 

This is a prominent principle of library ethics for at least two reasons. The first is because librarians have perceived that privacy is genuinely an essential value of librarianship for the reasons outlined above. The second is that the oldest and best-established professions (medicine, religion and the law) espouse client confidentiality, and respect for the principle confers credibility on a younger profession like librarianship.
The suspicion that confidentiality between librarian and client may be a value insufficiently questioned by the library profession is encouraged by the results of research. In one particularly revealing study by Hauptman (1976), librarians’ responses to a request for information on a topic that might produce an ethical dilemma were unobtrusively tested. He asked at library reference desks for information on explosives, whilst conveying the impression that his motives for the enquiry might be dangerous. He met with instant compliance on every occasion the test was made. The librarians seemed not to be thinking about the ethical implications of their actions, except insofar as it was part of a confidential transaction with a member of the public. Some professional debate did follow the publication of this research, but it was fairly low-key. 
More experimentation in quite another social context suggests that the same passive acceptance of the privacy principle remains intact. Slovenian researchers tested the acceptance of the national library association’s recent code of ethics in their small, newly independent, formerly socialist, Catholic country. (Oslaj et al, 2001) They found, for instance, that Slovenian librarians unquestioningly handed over helpful material to a researcher purporting to be contemplating suicide. This might, or might not, be an appropriate response, but it is the implication of moral passivity that gives cause for concern. Codes of ethics are not intended to take ethical issues out of the arena of debate, but to provide practitioners with guidance on decision making. If professionals stand aside from making judgements, then the provisions of the law provide the only real framework.

3.2 Guidance from the  law
The law in many countries protects personal data held by organisations of all kinds. Most notably, the nations of the European Union have data protection laws. The UK, for instance, has the Data Protection Acts of 1984 and 1998. (Introduction, 2000)These laws are designed to ensure that personal data is collected, processed, used and disclosed in a lawful and controlled manner. The effectiveness of the legislation is, unfortunately, questionable. There are certainly examples of the law being used to good effect, as when Boxman, a company whose business failed during the 2000 crisis in dot.com stocks, tried to sell its list of 750,000 people (Fraser, 2000). This was prevented under the 1998 Act and the company was required to delete all customer records. However, successes of this kind are not so numerous as to convince that the data protection laws offers full protection against unscrupulous use of personal data by those who hold it or have access to it. 

Alongside such concerns, there is awareness that legislation cannot be wholly effective when data can be exported and imported at will over networks. In opening their systems to some extent or other to Internet retailers libraries open the possibility that personal data might be transferred to other jurisdictions where different standards apply. The UK data protection laws do forbid the transfer of personal data from the European economic area, unless the recipient country has adequate privacy protection. This is all very well, but the USA, which is at the heart of all networked communication worldwide, certainly lacks a comprehensive data protection law. This is important because more than 50% of the world’s Websites are hosted there, and it is at the forefront of the development of e-business. 
To exclude the USA from the exchange of data resources would be almost inconceivable, yet protection of personal data there does not conform to the standards of European law. To deal with this very considerable problem, the EU has made a ‘Safe Harbour’ agreement with the USA. This allows flows of personal data to American companies that undertake to follow a set of data protection guidelines. The agreement depends on self-regulation, but provides little apparent scope for enforcement and does not offer individuals the right to compensation for infringements of privacy. Whatever the general virtues of data protection law, its weakness in an environment of global information exchange is manifest. What is more, at the same time as weaknesses in the law are being identified more clearly, there are new challenges to the security of data, both official and commercial. There is also new legislation that threatens, rather than offers to protect, privacy. 

4 The challenges

4.1 Official challenges
It has to be recognised that there are major challenges to the privacy of personal data, necessarily including library user data, from the state. The wholly legitimate need to police the activities of criminals, and sometimes to anticipate such activities, is a regular source of official threats to privacy. The state also tends to be very sensitive on matters of national security and easily falls into a kind of institutional paranoia that sees enemies everywhere. Even in democracies this can lead to oppressive programmes of intervention. Take the US Library Awareness Program for example.  (Foerstel, 1991) Under this innocuous sounding FBI program, which seems to have begun in the 1980s, librarians could be required to reveal names and reading habits of users who could be considered hostile to the USA. On occasion it was followed up by training hidden cameras on library reference desks, tapping of phone lines and visit to staff members' homes. 

Despite a campaign of opposition by the American Library Association, the programme seems to have continued after 1988, when it was originally exposed. It is not a coincidence that the Library Awareness Program originated in the early days of automated management of circulation in libraries. Although such a programme of surveillance of the intellectual activity of suspected enemies of the state was notionally possible in American libraries before that time, it was unlikely for the practical reasons suggested above. In the more completely digital library the challenge is much more real because responding to it is much more easily possible. There is also a new dimension to the challenge, because of the view that governments tend to take of the Internet. It is widely suggested that the Internet is awash with pornography and extremist political comment, and that it provides a means for the exchange of subversive messages and illegally acquired data. Greater control of Internet communication thus comes on to the agenda.
Amongst the various solutions to the problem that they have explored is a powerful combination of technical capacity and legal enforcement. The Echelon system, a project of the US, British and other governments, exploits the technical capacity that governments possess to intercept telecommunications signals. Using monitoring centres (notably that at Menwith Hill in the UK), this system filters international telecommunications traffic for the presence of words that might suggest messages with subversive or criminal content. Encrypted messages are an immediate cause for suspicion, and the official campaigns to outlaw all encryption that is not backed by public keys capable of being retrieved to decrypt suspicious messages is intended to make all communications tranparent to this monitoring. This is in itself only of indirect interest to librarians concerned with the security of the personal data resources in their care. What is worrying is the tendency to reinforce this technical capacity with a shift of legal responsibility to reveal data on to those who handle it rather than those who originate it.

4.2 New legal developments
Perhaps the most striking example of this tendency is the UK Regulation of Investigatory Powers Act, passed in July 2000.  This new law is explicitly aimed at updating the law on the interception of communications to take account of technological change such as the growth of the Internet (Regulation, 2000). Amongst its other provisions, it requires that Internet service providers include a ‘reasonable interception capability’ in their networks.  If officially intercepted communications are encrypted, suspects can be made to divulge the decryption keys on pain of imprisonment. Although this does not explicitly concern the providers of access (as opposed to ‘service providers’) it represents an official commitment to placing responsibility for disclosure of information that might well be confidential much closer to service organisations like libraries.
More specifically, the Lawful Business Practice Regulations (which derive their force from the Regulation of Investigatory Powers Act) give employers the right to monitor workplace communications without consent. This is so that they can detect activities such as misuse of the Internet and personal usage of office e-mail, and generally ensure that work standards and contractual requirements are met. All the employer has to do is give notice that employees may be subjected to monitoring. This is no idle threat. Companies in many parts of the world already do this and there have been many instances of the disciplining and sometimes dismissal of employees on the basis of intercepted communications. Thus, the legislative tendency in the UK is to remove aspects of institutions’ discretion to decide on what they consider are the ethical solutions to data problems. Then it provides institutions with powerful legal tools that can be used to control what their employees do with data.

4.2 Commercial challenges
The tendency of such laws is reinforced by the availability of software products to keep track of what happens on an office (or library) network. Products can record keystrokes, time and date, name of program executed and the specific workstation on which activities occur. As an aid to the management of Internet access, and as possible filtering devices to limit ‘unacceptable use’ of information, many libraries are already installing the products of companies like Surfcontrol. The company publicises its Cyber Patrol software as a secure and customizable means to protect children from Websites filled with violence, hate and pornography. (Surfcontrol, 2000) It also point out that it has integrated this into a range of systems and applications such as firewalls, proxy servers, search engines and ISP services, offering systems protection against security breaches and  inappropriate internal usage. What the company is describing is precisely the capacity to monitor, and indeed control, information use that the libraries of the past lacked. It supports the tendency of the law, and it also gives an institution like a library greatly enhanced capacity to manage user data. 

At the same time it must be pointed out, that this offers greater scope for libraries themselves to exploit the potential of user data to expand what they offer to users. 

Estabrook (1996) persuasively argues the case for libraries making use of the technical capacity available to them so as to enhance their own services. At present, the potential to target and tailor library services to users in the light of what records of their transactions can tell about them is sacrificed to the principle of privacy. Her contention is that libraries could use their knowledge of the email addresses of library users to promote library services to them. The effort and expense of library surveys could be dispensed with by using data that libraries already hold. Profiles of specific users could be built up so as to alert them to the availability of resources that match their interests. The consent of users would be needed to make most of this possible, but the evidence of people’s willingness to accept the consequences of taking out retailers’ loyalty cards suggests that this could be very widely obtained. What Estabrook does not say, however, is that there is also great potential for the sale or licensing of access to data to commercial organisations.

Library user data can potentially reveal a great deal about the tastes and preferences of the library’s users as consumers. This information is of obvious value to the sellers of goods and services. Recent users of library OPACs  (Online Public Access Catalogues) will have noticed that in a number of cases a link is offered to an e-bookseller such as Amazon.com. The library user can click on this make a purchase order for a copy of a book (maybe a book that the library does not hold) and the retailer pays a small commission to the library for the service. Seen in one light, this relationship exploits the natural connection between library use and personal book buying, to the obvious advantage of the reader. Looked at another way it is the evidence of libraries beginning to accept the commercial exploitation of library user data. Bookselling is a business sector that has a very obvious interest in library user data. It is not, however, alone in this. The evidence of people’s reading and research could be used to identify possible consumers in many categories: readers of do-it-yourself manuals could be targeted for sales of tools and materials, or readers of travel books could be sent holiday brochures and offers of timeshares. Whilst this might not be an explicit infringement of the user’s privacy, it would clearly transform user data into a commodity rather than a confidential trust between professional and client. 

6. The Survey 

The first study carried out within the Loughborough University project was a survey of librarians' awareness of the issue, and of practice in academic and special libraries in Britain, conducted at the end of 2000. Key findings from the first processing of over 300 returned questionnaires, out of 1000 sent, show that the majority of the surveyed organisations have introduced data protection policies in line with the 1984 and 1998 Acts. This might indicate that discussion of issues regarding privacy had taken place within the organisation. However, it is evident from the survey results that discussion of privacy issues between management and staff was rare. Although 14% of respondents indicated that discussion had taken place at some level within the organisation (normally at management meetings), 81% indicated that decisions regarding privacy issues were made at management meetings without further briefing.

64% of the respondents indicated that a data protection policy was in place, but a remarkable 30% reported that there was no policy. Only 3% of respondents indicated that their existing policies were being reviewed (notably in regard to changes in provision under the 1998 Data Protection Act). Another 3% did not know whether their library or parent organisation had written policies covering data protection or other policies relating to the accessibility of user data. Nevertheless, 66% of respondents considered security of data and protecting individual privacy to be of the highest importance in policy terms.

When asked what procedures were in place so as to respond when users requested information held on themselves, the picture is even less clear. It is evident from the results of this survey that procedures ranged from the formal (18% of respondents had designated, and trained, Data Protection officers in the library) to 35% of respondents who replied that they ‘did not know’ where to direct users who requested information. In 43% of cases, the librarian would make a decision on whether information should be divulged. However, in some circumstances, the Data Protection officer of the parent organisation would be consulted for further advice prior to divulging information. In contrast to this somewhat confused position with regard to protecting the privacy of library users, responses on matters concerning possible restriction of user access to information were much less ambiguous. 82% of respondents had implemented an Acceptable Use Policy (AUP) for use of library facilities, with a further 3% indicating plans for implementing an AUP in the near future. 
7. Conclusions

Whilst processing of the responses to the questionnaire is not complete, it is clear from results so far that there is a gap between librarians' strong perception of the importance of the issue of user privacy, and their less than perfect preparedness to deal with the issue. The project was set up with a view to providing institutions with policy advice and guidance. The results of the survey, taken with another survey of library user perceptions of the issue (data collection in process April 2001) should make it possible to identify key topics for a policy guideline document. Possible content of the guidelines might include:

· the stages to be followed in drawing up a new library privacy policy, or reviewing and strengthening an existing policy;

· consultation processes with groups including sectors of library clientele, community groups, legal advisers, computer service providers;

· identifying the ethical principles behind policy;

· adapting broader privacy policy priorities to the specifically digital environment;

· devising procedures for response to cases;

· designation of responsible persons and reporting procedures;

· documenting policy and presenting it to users for maximum awareness;

· procedures for periodic and case-related review of policy.

Finally, libraries are not the only institutions that need to develop policy on digital issues. There is much to be learned from work in other sectors, but maybe the project can help libraries to contribute ideas and good practice to the world in general.
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